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(57) Abstract: 

PURPOSE: To exclude an illegal gateway computer by 
ciphering a cipher key with another cipher key by an 
administration computer before a log-in processing for a 
user and then distributing the ciphered key. 

CONSTITUTION: The user of a network 1 sends an 
authorization request and his user ID to the 
administration computer 3 when logging in the network 1 . 
The administration computer 3 when receiving them 
returns a log-in certificate ciphered with the password 
of the user and the cipher key to the client 8 that the 
user uses. On the side of the client 8 t the log-in 
certificate and cipher key are ciphered with the 
password that the user inputs. Consequently, when the 
user inputs the correct password at the time of 
logging-in operation, the user can obtain the log-in 
certificate and cipher key and utilize resources of the 
network 1 thereafter by using them. An illegal user who 
knows no password, on the other hand, can decipher no 
log-in certificate and cipher key and is unable to use 
the resources of the network 1 . 
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B3lfiit*©*gH] 

mmm^^xmm • tmmzmten 

— flBSE#arc*oT. ttm>f-hv^^ye=L-* 
it. msrr-t^-xizm&znxisv. imr-hv 10 

x-f 3 > ¥=l- * ©^£83138313 y v =>■- 9 izms 
■fZzfui**.^ linEtf-h?x>f3>fc:3.-*j&»S>j£ 

btitczmzm^^z. mrn<gm=iy¥=L-$fi\ ms, 

TttfiB^- h * x >f 3 > fcTa. - * ©rC* >7 - KC J: »J I# 

*ftU ltrfH>f- h^x^n>^n-^ tcaifrr * -7n 
■fe*fc, t&IB0 , -htfx>f3>£;L-itjtf. WHWfcSft 
fe*WBny>f 2/fK»i:B««lD l &gB©/^<7- K 
£«fcoT«#fW*^n-fe*4:, 3— if sWffilB* v S 9 20 

-9<Dmmzm%-rz>mz, a.— tfjs3>t:a.-*j*e> 
i«E3.-ifi&&«iia«S3 yfa.-* izmm-?z> -fu * 

|{BBy-h^x-f3>tra-#A»6ai&*ifc3.- 
1f;&lcg-3v%T. tfr«?B3S3>fcra.--*a<. tulB^-* 

TtWEn.-- tf©A7.9- KK J: »JW»ftU WlMY- h 
9x>f3>fc:ii-*fci£fflrr*^n-fe*fc. WHWtSft 30 
feMEn *V >SE^#i:Pif^iD 3 &, ttfia>!f- K^x 
>f 3 >bTa - # ^mj|23.-+P^ 3 > hTa - # JCjBfl"* £ 

tfx-f 3>1^3.-* «j*£i(Z>Bff^D 2 -&mWLTi3 
»J, KBE3.--yffl3>tra-*3W, tulB3.— WAAL 
fcAxv- Kicfe y twaa ?V >!BJ»J:WHHiD 3 & 

=&, ttnsBi#iiD2T*BiP^'fi:L-c, ttrntf-hv^n 
yXzL-ttiz&m-rzzfu-txii. MiW-h9x>f3 40 

>tra-#««. muu>f4ytiB®&£fmfeD3z. m 

[11*52] fjf^SfHCfcwr, taiS^3>tri-^ 
m^mD2t. HHHID2«:3.— ffcD^XC- KT? 
«H^Lfcfc©fcfc#trc«HHW3 l T-Bgh^fbLfc^- 
MEy-htfx>f3>tfA-*iciiHt , *-*? , ci-fe 

-*fctt^b**£fcfCj:y«HHM3 2«WSU ttrfB 50 
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3.— If©^*?- KT?«HHbUfeWHN*D 2 SrtiflEa.- 

■ifffl3>ifa-#iciSflrrs^n-fe^i:, 

ttflEa— !fffl3 a,— tffflA#Lfcr?*»7 

#5£©IELH3.— if feJ:tW- h ^x>T3i/t:rL-^0 
**98S©«HHJlD 2 SrSfffT* £ -5 * >y h 9 - * 3— !f 

rawacs] ai*gii*fcjiat*S2K:^v^ tuiB3. 

— !Pffl3>tf3.-***e,, KflH*S«D2fCj:yy-h 
•>x>f3>lf3.-*©jEafxS:?WBU /^«7-K&ii 
fl^#:_h{C?^ -T tC, «WBWl3>tra-dflCJ:«BE 
*BBfc*T3 * y h 9 - * 3— tffgEm, 
[81*914 ] ft 1 lcfBK©tuiH^S3 >^a-^ 

ntz. &-<mmmizm£M ■ t&mwizmiLxm 

|ffiS3-if^3>^-^i:, |5iE3-ifM3>tf^- 
±©m— Ai: ^-©ii1iM#tc#a«i • M' 
xW3>t:a-#S:^LT«S«LfcJa^*^ h9-^= 

[»*3C5] s*gfncfES©ttffB^®3>^A-^ 

m— v— At t, %-cmmmz^mm • t&swtcg 

ybt, Wi§E&iz7 547ybfrb<D&Mit$:vxt!m 
zmf-tzmm. IWS3.— !fM3>t;a.-*i:rac!8! 

*. tfUBy-h^x^s^tfa-^Sr^-UTSSRU fa 
§3^— if- yttt. *vh^-^9fc*vhr7-^lfCfi 
WSa.-ifOTi&Si:/^^- K©*fJSf5fWSr«a"rsy« 
^^-Kl^^-^i:, *vH7-^9©3,— ifSB 

M7-^ 1 lcfclt*3.— <f©43Si:/^»7- KS:5l 

7b^|iI^CM^-5M![©*>y K^-^^iSSE$n5«fce>tC 
f^ffl-T* * v h 9 - ^ 3.— tfBBEj&SSt 

[?6^©l¥iffl!5:iJi^] 
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[^S±©fiJM^I5P] h ^-^73— tfBEE 
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6 6 9 Hz* a U x-f r** 3 - 
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[0 0 0 6] * 9 ^-{'0^>«)*Stt. « 
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x ^3^:x-*&/rbT&*yh?-*©^ c7 * 40 
h«7-*Ct3WT, a-tra^h? 

- * <WWl«llS"«-*l»^ X>T 3 > * 

- * fe* LXW»* 'V h "7 - * ^>f i £ *:* 
nfcy, f-M«^^^fe5. b#U r-te 
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[0008] »c BUKfctf***^-* 1 * rrL 
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[0 0 10] 

-hOx-f=3>^-^S:^bT, a-^A^i-S^ 

f- taK«aa>ii3— * *WMID 2 SBf^D l -e 
BjflWfcbfc^-**:. Pf^HD2 5:rL-^©^^-K 
T'Hf^-fbbfcx-^ S:^- h^x^.3>lfx-<5!^|5ffi 

1 T'Bi^'ffcSnfeSt^D 2 &**flS-f * ;x_ 
— if « 3 > tfa. - * #3.— «f ffl A* b f-/^X C - KT'Hf 

-^D2&^t1-^>^a^xic<k';^-hfx-f3> 

bfa-* i!3.-^3>^x-^ lCftii(7)B^^D 2 S: 

- * ic«b-ca-tf©n ^ >S#5:^i-2>^D^^ 

#-fbU y-h^x^3>^-^ici^ffts^a^ 
h9x-f3>tTa-*««3L-!fffl3>^a-dtK:j3lflM' 
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d 2 let *j a ?4 zrtBfmni&mD 3 tac^tr * ^ 

a^4limi:^i:ts*7 h9-£3-if 

[0 0 11] bV-?3-—fmEjT&T' 
Bf^HDZSrHf^lDlT'Bif^-fbLTA^^^-N^i-f 10 

*fJ§3>tfa-*CHJ«HMiD 2 £3.— tfO/^C- K 
•f§^D2£&-5HbT*t£. 

[0012] mz. «a3>fcra-#**&BJ*atifen 

y>f>IHWfc«HWlD3«:, rL-ifffin>^-^T 
3.— If L, fc/t* 9 _ KT^-ffc-T -5 3. £. T% 3- 

v\ *£, «*fbbfenir>f>fiEB§»fc«MHiD3ti, 20 

3— !fffln>^3.-^{Cfe^TBf^iD 2iC«fc 'JRf^-ffc 
SttT-if- h7x^3>fcfa-*(c^$*v.5£S!), Bf 

[0 0 13] 

3>fcfa-* 1 1 fcjgv*T*mr**£<0#W«&5** 
[0 0 14] HI CfcWt, «^*£J8l*T**teftS*l 30 

mm ro&wift ■ wammzmtu 
<Dm#£*zmmm>k 3 * h 9- ? 1 5 

(ID, A*9-K^0 Srlra-fSfcsb©-?-*^- 

y h 9 - # 1 coo.-- tf fC3v> ^ x-*.-^ 

a.— y*»&»tte)*l*»»»C(5l5T. fl3>tfa-i! 
^-9— /17 fc«fB£fT?*9-r7>K 9l**>vh9- 
* 1 fctt»SHCfl9lS*u «S£^-d«3yRT*«Adti« 
*yh«7-*9, 1 0te*-y h9-*9(*g(Z>g&£1--5# 

oizmftztu &3&tZ>=L— »fffl=i:vt^i-# 1 5~1 50 
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6rf>Mb<Z>3v:>K£*y S9-* 1»C2HSU *§UI5:3 

-if a 3 y x=l - * izmm-t zmi & toy- h 9 w 
flN/r*? by-? i-^oyuyj y$m%:fio$gi&im 

ft 1 3tey-h9x-f 3>fc^-#;}3J:tf*>y h9- 
* 9 ©3-if ICH-f&flBB ( I D-fyC*?- K«0 fc* 
KtrS-r-^k 1 4 !f 
«3>'l£a.-# 1 5~1 6^6»®S£*W51:t*»9— 
^feaSt**-*- ^ 1 5~1 61**^1*17-2 9© 
a.— tftC3V> R>^7i-^7^U^-ya yzf 

y- N9x^3>tf:i-# 1 1^-9— 
/U 4i:itflSfT^3.— !fffl3>lfa-*T?*y. -c*i 
ftia-f© I D^/n^C- KSA*^-5»SS£ft» 1 
7atl 7 bSrf|A.TVNS„ 

[0 0 15] *vh>7-^liltf*vh»7-^9J±,--t 

[0 0 16] ^<7)3>£--*#^;*;ru #*©3 
>tfa-*3WK|-r fl&©3>t;:a 

fit. 3— jffcj:*y N»7-^<03B»S:?!lfflt- SUtcSd© 

&v\, HR«tcny>f>4:l±. n— if I Di:P?«tL-5n 

tf]EM<D*V bV-2 =L—tf-Z%>2>Z.L%:mffi-t ; £>f-&) 
[00 17] *efiWCfeWS*y K^-^Ht, 

-*3&*UTV^. *yh!7-{'l(Z)t'<TOa-if 
fit ny>f>BttCi«>flSiri>lia-*3Kj^LTaSE 

H^^n.— y iDfeaiflSfs. W£ny¥zi-&3teu 
V<i ym& ftstw s n.-if ©/n-x 9 - KTBSF^ft l 
fen r-f tj»*«e6ffl+* ^ 7 

>KtCjg-r. ny-Y^iEH^i, a— !fA^^h9-^ 

9- Ktc j: »j z.<Duyj ymmmummz'&^t* 
v^ywrnvs^mtx^-z^ jetfftn— «ftt-ene> 

*. H*ftcA^.9- K^^^v^IE^rL— tfiiny-f 

l(Z)^^^S^:^^J^T*$^v^zl^:^C75:5 <> VXk&&o\z%v 
bV-91 T'li, □ y-f ymz=L—f<D/^ 9 - KjWS 

[00 18] ■*mm\ZlGVZ>*v H9-^9T' 
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14, *vbV-9fo<n£TC0-?-Atf3.--*f$§&&$$L£ 

— !fiDfcfir«T-9— rtizmm-rz. znng/szy- 

Kffl«*fWc«fl§"t*(W*«K:iaft«: : fe©4:-rs. 

S. W##-*l/TV*U4\ ^3Wra"t**y h«7 
-^flDjattcSJUTT^-fe^feflFart*. K*fC M# 10 

[00 19] 02© (a) £ (b) 14, *<y 1 

■tfS8SE3H6fCJ:y, a— *fffln>tra-dt l 5*v£>*<y 

2 (a) tt. a— tfwn^^fflfflKftStoTa.— 9*S 
H^tfn.-* 1 x-f3>^at— # 1 1© 

£^S«BiN5fc»©SWS:jRl/^5. RIBUCnVi- 

(SI) .y-h?x>f3>lfa-*©iaiE*KKPl 2 20 
[0020] (S2) <f3i3>t^-*3l4, HSHMil 

4:n^>w»€:fS«U rttfc-if- htfx^f 3>f 

5. f r -^Dl©^ii$:®3 (a) KjK"T. 03JC£V% 
T, 3 l iMHNITft y » 3 2 tea y>f >|E^^T*fe 

-s. 3 3 itn^ >umm3 2 ftfOBg* 

St-feSY- h^x-rn^^rL-^©;^^- Kn** 
ft; l/tv y-h^x-f 30 

*©/**?- TO. ^-^AC-^4T'^$ntfe'J. 
BE*- ^» 5 ifir— 9 6 &»l5Ttt*. 

&s*"*\ <B3l3>fc:a.-*3l4. «*.I4\ ft^AUIBIK 
©&£££&SMlciag3 *u * v h ? - * l ©Wt 
©*#^-*^-*4&7*iz;*nrt8£-tSZ:£:T\ A 

[002 1] (S3) fW^Sin 214, /t^-F't 

-KSr*yffitT7 s -*DlS:«#fl;U a $f>f 40 
»i:B8MM8S:/^«7- F«r— ^ l 3 icgfiS-TS. 

^tfcny-f>KBWfS:Bt»T?*, «ffl3>fcTa-*fc 

^"i3T»«aati*flBi©-*i%avr. wc5t-tj:e» 

tCfeWSi— !fRtW- h'JTx-f 3>l^a-* g#© I 
Pirelli, *vhP-*lfc:nyw , :/l/rv*SH©*» 50 
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[00 22] (S4) 3-W4, B8BBWW1 7afr& 
3— if I D fcyt* ? - K «: A^J-f S. 

[0 0 2 3] (S5) aSae#»l 7aWu y-htfx 
-f 3>tfa.-*lC3.- J if I 

[0024] (S6) Hffi«B®Bl 214, «S3>tfa. 
-jiCi-- !f I D&jfcftL, a.— tfM3>fcJa-# 1 5 
£y-h?x>f3>tfzL-*i 1 fc©We«-5flH3*& 

[00 2 5] (S7) fSE-y— ^SP5ttBf#m2 5:# 
j*U 4*-h*x>f3:/£3-*fci£flrrs. 3©£ 

itM^-^D 21403 (b) tCaVTi-ifcfcSSlcfc 
ot^5„ 03 (b) (Cfcwr, 3 4 t4Bf#HD 2 T'fe 
y , 3 5 14H§WD 2 &3— ^©A* >7- FT'Hf#-ffc L 
* T?»S. * fe, 3 6 l4tiHN*3 4 3 5 ©5 1 - 

[0 0 2 6] (S 8) IgfiBiPlSPl 214, (S3)-eJfc 
»U3fe«MMiDl{Cj:*J-r-*D2S:tt^ffcU «^«t 
D2il-r-<5fD3S:^f1-5= -r- * D 3 14EI 3 (b) 
Cfi»6 3 5©-r-^tC^f S„ 3©i:^ ^-h^7 
xW 3>tfa.-^7b , :0if^ltD 1 Sr»e>«!»*UiBSW*iD 
2i:f J -^D3i4^ : »T*^^v\ -i-v^x.sh.^ R»9«l 

D2ilf i -^D3^#LfeZli:l4, .Ws^tfa.-* 

[002 7] (S 9) fSSE^aPl 214, -r-#D3S: 
3— 9*«3>tfa.-^ 1 5^\itfg-TS 0 

[0 0 2 8] (S 1 0) MgSMSmi 7 a 14, t-#D 
3 &a-f^A*b£yU9- FTf«^b U Bff^HD 
2fefl)l»-r*. JlZlT's 3— ^©/N'xC-K&ftloT^ 
§©14, 3— !f2fs:Ai:^3>tfzL-^^T'feS„ o 
* »; , -r- # D 3 SfSR U fc©l4^|3 >fcfn-^T'fe 

y, ^RE^^r-K^x>f3>fc:a-*5bH»3lrtsifctt 
»'y#*:t\. y-h9x>f3>t:3-**«ea3 

Sh-r-s. h^x-f 3>tfa.-^7b , !Bf^ti 

LTVNSZ.i:l4, ^3>h"3.-;? 3KlJ:yBESnr 

v%5, o*yiESfc$*--htfx>f3:/fc:a-*-e&si 

[0 0 2 9] 6A±fC«fey, IESjfc>f-h^x^3>^ 
t3— lfffl3^hfn-^ 1 5©*ifC^yi©Ht^|2 

imtsznz. mt. Bg^«2tc«fcoTBip#'fbsnfe-r 

-^5:XS|-rS^i:(Cj:y, 3-ifM3>^-^r 1 5 
fc-tf-htfx-f SVfcTa.-* 1 1 #«2^©jEattS:fllB 

[0 0 3 0] ?WCE|2 (b) 14. ^-h^x-^^tro. 

l i«0Ea*5 ! fe©-e*4z:i:«:flB8Ufe±T?. 
hC-f l^a^-f >i-6*T?©*)WS:S%LT 
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[0 0 3 1] WBKlTKtJ:^^ 

(si i) «B5«a»i2tt» a-ifiD&aMiu-c, 

[0 0 3 2] (S12) BiE9-^»5l±. KMWID 

isaoHs (a) iiHB-ca*. a— if© 

[0 0 3 3] (S 1 3) fgSBa«l 21*, -r-*D4 
£*© £ £© If ffl 3 y bTa - * (caSBTS. 

[0 0 3 4] (SI 4) WHK*ai7al*, 7 s - *D 
4 fcrL-if©^*?- KT!«-JWtU Bt^3 

[00 3 5] lit. «ffi©*t»h7-?a-fl» 

1 IT?**. bfc^T, 20 

fltf*tfcl/C, (S 1) ~ O 1 0) TJ*#Ua*** 
[0 0 3 6] (S15) fBEB«Pl7ati. «Pi9«tD 

3 fcn^>f >fBW& (s i o) nn»LtdWmr> 2 

Tf8ff*fb"t*. ^f-i5!D5i:n. 30 
[0 0 3 7] (S16) BB3l#»17alt, ^-fD 

[0 0 3 8] (S 1 7) mmM3l 2tt. T-^D5 
^Bf^D 2 -efltfWfcU Bt^D 3 t D 74 

^D2«Ji*l/tVV&©tt. 3.--lfffl3>Vi=t-*fc 

[0 0 3 9] SikhK^). *9h9-fl^n^> 
#§S7f*. Stffe. n.-<*W-h?*^>^-* 40 

_h?x^3>t^i-2 #=l-9<DU 94 
[0 0 4 0] fcfi, ±ia<7)^lCJ3V^ tf-b**"f 
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3;^3-if©ID£:/^?-FWJ 

[0 0 4 1] ife. Htxtf-h*^ 3 ^ 3 --"* 1 

! l 4 £ l£©3>^-*£bf-#£©#J£ 

-*5^<D7?iZ*«U ^lC^7>fT>b8^UT« 

10«ai«:^9'f7>h83W7V\ 3— !fj§3>t^- 
*1 5©«!S^-b^^3>^-^l ltffr^J: 
^CflMtl/rfc&v*. *>v h?_? Hc^W5>3— if© 

[0 0 4 2] «w>$/XT**ai:b"C* >f-h?x^3 

£ * 5>f 7> b 8 fcitfif-^ 1 4 1 ^©3 > tfa- 
[004 3] 

[^©^] *»s*sttc«isn6*v t 

[0 0 4 4] tfcWSfltt. 3-^-S©fe^« 

- 9 ammnm^^^^-^ tc ^ ° T a ^ v 
g^©Affi* ,f t^-^^« 

[®E©tS#«tl5i^] 

[@ 1 ] #S3$©I£M!I©^* -y h ^ - ^ J'*"*" 
[02] ^^©^^©fflas/-^^^*^"^ 88 * 



[03] 02tCfeW6^7 : -^©^®- 

[04] 01lCi3^^-^^-^ 4lca3SSSn ^ 

^©^|&^-n!i^0= 

[05] HlCSW^^-W-^ 131 ^ 
«§StlS-5 i -^©^5:^'t1ft^ a 

[s 6 ] #3#8© wj©^** ^ - vmr-^M^ 

[^©Si^] 



*1 
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1 l»^-N9i>f3>^a-jt, 



12 

1 !fS=3>tf^L-^ 0 



[01] 



=3 >fcfa — * 



.3 > fcfi-£ 16 




[03] 



[04] 



ca 4 



SI 



^ 



I D 


Password 


GW_0 I 


a. & a & 


user A 




u 9 c r_B 


y y v 


u e e r _C 
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